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Load Management Option 2: !
Service Partitioning"

Case Study: Search"
•  Map keywords to a set of documents containing all words"

•  Optionally rank the document set in decreasing relevance"
•  E.g., PageRank from Google"

•  Need a web crawler to build inverted index"
•  Data structure that maps keywords to list of all documents that 

contains that word"

•  Multi-word search"
•  Perform join operation across individual inverted indices"

•  Where to store individual inverted indices?"
•  Too much storage to place all on each machine (esp if you also 

need to have portions of the document avail as well)"

Partitioning Keywords in Search"
•  Think about keywords as columns and documents as rows"
•  Vertical partitioning"

•  Split inverted index across multiple nodes (nodes=data storage devices) "

•  Each node contains as much of index as possible for a particular keyword"
•  Essentially like reducing the number of columns in table, and using extra 

tables to store remaining columns "

•  Horizontal partitioning"
•  Each node contains portion of inverted index for all keywords"

•  Have to visit every node in system to perform full join (or search)"
•  Essentially like splitting table up into multiple tables (with same number of 

columns) by putting different (complete) rows in different tables"

Replication versus Partitioning"

•  Replication"
•  Any replica can serve any request"
•  Failure reduces system capacity but not data availability"
•  Must make sure replicas are kept in-sync"

•  Partitioning"
•  Nodes are no longer identical so certain requests need to 

be sent to individual nodes"
•  No need for coherence traffic for syncing data"
•  Failure reduces data availability and may reduce capacity"

•  Optimal solution?  Which is better?"

Availability Metrics"

•  Mean time between failures (MTBF)"
•  Mean time to repair (MTTR)"
•  Availability = (MTBF – MTTR)/MTBF"
•  Can improve availability by increasing MTBF 

or by reducing MTTR"
•  Ideally, systems never fail but much easier to test 

reduction in MTTR than improvement in MTBF"

•  Uptime: fraction of time service is handling 
traffic (usually measured in “nines”)"

Harvest and Yield"

•  yield = queries completed/queries offered!
•  In some sense more interesting than availability 

because it focuses on client perceptions rather 
than server perceptions"

•  If a service fails when no one was accessing it…"

•  harvest = data available/complete data!
•  How much of the database is reflected in each 

query?"

•  Should faults affect yield, harvest, or both?"
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SWORD"

•  Queries"
•  Which nodes have Load = [0,1.0]?"
•  Hash attribute-value range using shared function 

to determine key"
•  Ask DHT to route update until nodes who are 

responsible for keeping track of Load in desired 
range are found"

•  Nodes responsible for keeping track of Load in 
desired range return identities of nodes who meet 
criteria"

" 8"

Today’s Outline"

•  Learn about “remote procedure calls” (RPCs)"
•  We’ll look at Java RMI, XML-RPC"

•  There are many others: SOAP, SunRPC, etc."

9"

Recap: !
Remote Procedure Call (RPC)"

•  Distributed programming is challenging"
•  Need common primitives/abstractions to hide complexity"
•  E.g., file system abstraction to hide block layout, process 

abstraction for scheduling/fault isolation"

•  Initially, network programming involved hand-coded 
messages – not a very natural programming model!"

•  In early 1980’s, researchers at PARC noticed most 
distributed programming took form of remote procedure 
call"

•  Popular variant: Remote Method Invocation (RMI)"
•  Obtain handle to remote object, invoke method on object"
•  Transparency goal: remote object appears as local object"

10"

Remote Procedure Call Issues"

•  Underlying transport layer protocol"
•  Semantics (i.e., what is the effect of executing an RPC?)"
•  Transparency"

•  Make “remote-ness” invisible to programmer"
•  Choice of timeout values "

•  Idempotent operations"

11"

Remote Procedure Call"

•  Client stub indicates which procedure should run at 
server"
•  Marshals arguments"

•  Server stub unmarshals arguments"
•  Big switch statement to determine local procedure to run"

Name!
Server"

RPC!
Server"

RPC!
Client"

1. Register"2. Lo
okup"

3. Request"

4. Response"St
ub
"

St
ub
"

12"

RPC Model"

•  Define the server’s interface using an interface 
definition language (IDL)"
•  The IDL specifies the names, parameters, and types for all 

client-callable server procedures"
•  A stub compiler reads the IDL and produces two stub 

procedures for each server procedure (client and 
server)"
•  The server programmer implements the server 

procedures and links them with the server-side stubs"
•  The client programmer implements the client program and 

links it with the client-side stubs"
•  The stubs are responsible for managing all details of the 

remote communication between client and server"
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13"

RPC Marshalling"

•  Marshalling is the packing of procedure parameters 
into a message packet"

•  The RPC stubs call type-specific procedures to marshal 
(or unmarshal) the parameters to a call"
•  The client stub marshals the parameters into a message "
•  The server stub unmarshals parameters from the message 

and uses them to call the server procedure "

•  On return"
•  The server stub marshals the return parameters"
•  The client stub unmarshals return parameters and returns 

them to the client program"

14"

Presentation Formatting "
•  Marshaling (encoding) 

application data into 
messages"

•  Unmarshaling (decoding) 
messages into application 
data"

•  Data types to consider:"
•  integers"
•  floats"
•  strings"
•  arrays"
•  structs"

Application"
data"

Presentation"
encoding"

Application"
data"

Presentation"
decoding"

Message" Message" Message"
…"

•  Types of data we do not consider :"
•   images"
•   video"
•   multimedia documents"

15"

Difficulties"
•  Representation of base types"

•  Floating point: IEEE 754 versus non-standard "
•  Integer: big-endian versus little-endian"

•  Compiler layout of structures"

(126)"(34)"(17)"(2)"
00000010"Big-"endian"

Little-"endian"
(2)"(17)"(34)"(126)"

High"
address"

Low"
address"

0" 0"1"1"1"1"1"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0"0" 0"0"0"0"1"

0" 0"1"1"1"1"1"1"

16"

Taxonomy"
•  Data types"

•  Base types (e.g., ints, floats); must convert"
•  Flat types (e.g., structures, arrays); must pack"
•  Complex types (e.g., pointers); must linearize"

•  Conversion Strategy"
•  Canonical intermediate form (htonl() and ntohl())"
•  Receiver-makes-right"

    Marshaller"

Application data structure"

17"

Case Study: XML-RPC"

•  Encodes calls in XML and uses HTTP for transport"
•  XML is a standard for describing structured documents"

•  Uses tags to define structure: "
•  <tag> … </tag> demarcates an element"
•  Tags have no predefined semantics …"

•  Elements can have attributes "
•  They are encoded as name-value pairs"
•  A well-formed XML document corresponds to an element tree"

•  <?xml version="1.0"?>!
<methodCall>!
    <methodName>SumAndDifference</methodName>"

         <params>!
"    <param><value><i4>40</i4></value></param>!
"    <param><value><i4>10</i4></value></param>!

        </params>!
</methodCall>"

(thanks to Vijay Karamcheti)  18"

import org.apache.xmlrpc.webserver.WebServer; "
import org.apache.xmlrpc.server.XmlRpcServer;"
import org.apache.xmlrpc.server.PropertyHandlerMapping;"
import org.apache.xmlrpc.XmlRpcException;"
"
public class Server { "
    public Integer[] SumAndDifference(int x, int y) {"
        Integer[] array = new Integer[2];"
        array[0] = new Integer(x+y);     "
        array[1] = new Integer(y-x);"
        return array;"
    }"
    public static void main (String [] args) {"
        try {"
            PropertyHandlerMapping phm = new PropertyHandlerMapping();"
            XmlRpcServer xmlRpcServer;"
"     WebServer server = new WebServer(8888);"

            xmlRpcServer = server.getXmlRpcServer();"
            phm.addHandler("sample", Server.class);"
            xmlRpcServer.setHandlerMapping(phm);"
            server.start();"
"  } catch (Exception exception) {  System.err.println("Server: " + exception);   }"

    }"
}"

Server.java"
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13"

RPC Marshalling"

•  Marshalling is the packing of procedure parameters 
into a message packet"

•  The RPC stubs call type-specific procedures to marshal 
(or unmarshal) the parameters to a call"
•  The client stub marshals the parameters into a message "
•  The server stub unmarshals parameters from the message 

and uses them to call the server procedure "

•  On return"
•  The server stub marshals the return parameters"
•  The client stub unmarshals return parameters and returns 

them to the client program"

14"

Presentation Formatting "
•  Marshaling (encoding) 

application data into 
messages"

•  Unmarshaling (decoding) 
messages into application 
data"

•  Data types to consider:"
•  integers"
•  floats"
•  strings"
•  arrays"
•  structs"

Application"
data"

Presentation"
encoding"

Application"
data"

Presentation"
decoding"

Message" Message" Message"
…"

•  Types of data we do not consider :"
•   images"
•   video"
•   multimedia documents"

15"

Difficulties"
•  Representation of base types"

•  Floating point: IEEE 754 versus non-standard "
•  Integer: big-endian versus little-endian"

•  Compiler layout of structures"

(126)"(34)"(17)"(2)"
00000010"Big-"endian"

Little-"endian"
(2)"(17)"(34)"(126)"

High"
address"

Low"
address"

0" 0"1"1"1"1"1"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0"0" 0"0"0"0"1"

0" 0"1"1"1"1"1"1"

16"

Taxonomy"
•  Data types"

•  Base types (e.g., ints, floats); must convert"
•  Flat types (e.g., structures, arrays); must pack"
•  Complex types (e.g., pointers); must linearize"

•  Conversion Strategy"
•  Canonical intermediate form (htonl() and ntohl())"
•  Receiver-makes-right"

    Marshaller"

Application data structure"

17"

Case Study: XML-RPC"

•  Encodes calls in XML and uses HTTP for transport"
•  XML is a standard for describing structured documents"

•  Uses tags to define structure: "
•  <tag> … </tag> demarcates an element"
•  Tags have no predefined semantics …"

•  Elements can have attributes "
•  They are encoded as name-value pairs"
•  A well-formed XML document corresponds to an element tree"

•  <?xml version="1.0"?>!
<methodCall>!
    <methodName>SumAndDifference</methodName>"

         <params>!
"    <param><value><i4>40</i4></value></param>!
"    <param><value><i4>10</i4></value></param>!

        </params>!
</methodCall>"

(thanks to Vijay Karamcheti)  18"

import org.apache.xmlrpc.webserver.WebServer; "
import org.apache.xmlrpc.server.XmlRpcServer;"
import org.apache.xmlrpc.server.PropertyHandlerMapping;"
import org.apache.xmlrpc.XmlRpcException;"
"
public class Server { "
    public Integer[] SumAndDifference(int x, int y) {"
        Integer[] array = new Integer[2];"
        array[0] = new Integer(x+y);     "
        array[1] = new Integer(y-x);"
        return array;"
    }"
    public static void main (String [] args) {"
        try {"
            PropertyHandlerMapping phm = new PropertyHandlerMapping();"
            XmlRpcServer xmlRpcServer;"
"     WebServer server = new WebServer(8888);"

            xmlRpcServer = server.getXmlRpcServer();"
            phm.addHandler("sample", Server.class);"
            xmlRpcServer.setHandlerMapping(phm);"
            server.start();"
"  } catch (Exception exception) {  System.err.println("Server: " + exception);   }"

    }"
}"

Server.java"
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RPC Marshalling"

•  Marshalling is the packing of procedure parameters 
into a message packet"

•  The RPC stubs call type-specific procedures to marshal 
(or unmarshal) the parameters to a call"
•  The client stub marshals the parameters into a message "
•  The server stub unmarshals parameters from the message 

and uses them to call the server procedure "

•  On return"
•  The server stub marshals the return parameters"
•  The client stub unmarshals return parameters and returns 

them to the client program"

14"

Presentation Formatting "
•  Marshaling (encoding) 

application data into 
messages"

•  Unmarshaling (decoding) 
messages into application 
data"

•  Data types to consider:"
•  integers"
•  floats"
•  strings"
•  arrays"
•  structs"

Application"
data"

Presentation"
encoding"

Application"
data"

Presentation"
decoding"

Message" Message" Message"
…"

•  Types of data we do not consider :"
•   images"
•   video"
•   multimedia documents"

15"

Difficulties"
•  Representation of base types"

•  Floating point: IEEE 754 versus non-standard "
•  Integer: big-endian versus little-endian"

•  Compiler layout of structures"

(126)"(34)"(17)"(2)"
00000010"Big-"endian"

Little-"endian"
(2)"(17)"(34)"(126)"

High"
address"

Low"
address"

0" 0"1"1"1"1"1"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0"0" 0"0"0"0"1"

0" 0"1"1"1"1"1"1"

16"

Taxonomy"
•  Data types"

•  Base types (e.g., ints, floats); must convert"
•  Flat types (e.g., structures, arrays); must pack"
•  Complex types (e.g., pointers); must linearize"

•  Conversion Strategy"
•  Canonical intermediate form (htonl() and ntohl())"
•  Receiver-makes-right"

    Marshaller"

Application data structure"

17"

Case Study: XML-RPC"

•  Encodes calls in XML and uses HTTP for transport"
•  XML is a standard for describing structured documents"

•  Uses tags to define structure: "
•  <tag> … </tag> demarcates an element"
•  Tags have no predefined semantics …"

•  Elements can have attributes "
•  They are encoded as name-value pairs"
•  A well-formed XML document corresponds to an element tree"

•  <?xml version="1.0"?>!
<methodCall>!
    <methodName>SumAndDifference</methodName>"

         <params>!
"    <param><value><i4>40</i4></value></param>!
"    <param><value><i4>10</i4></value></param>!

        </params>!
</methodCall>"

(thanks to Vijay Karamcheti)  18"

import org.apache.xmlrpc.webserver.WebServer; "
import org.apache.xmlrpc.server.XmlRpcServer;"
import org.apache.xmlrpc.server.PropertyHandlerMapping;"
import org.apache.xmlrpc.XmlRpcException;"
"
public class Server { "
    public Integer[] SumAndDifference(int x, int y) {"
        Integer[] array = new Integer[2];"
        array[0] = new Integer(x+y);     "
        array[1] = new Integer(y-x);"
        return array;"
    }"
    public static void main (String [] args) {"
        try {"
            PropertyHandlerMapping phm = new PropertyHandlerMapping();"
            XmlRpcServer xmlRpcServer;"
"     WebServer server = new WebServer(8888);"

            xmlRpcServer = server.getXmlRpcServer();"
            phm.addHandler("sample", Server.class);"
            xmlRpcServer.setHandlerMapping(phm);"
            server.start();"
"  } catch (Exception exception) {  System.err.println("Server: " + exception);   }"

    }"
}"

Server.java"
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RPC Marshalling"

•  Marshalling is the packing of procedure parameters 
into a message packet"

•  The RPC stubs call type-specific procedures to marshal 
(or unmarshal) the parameters to a call"
•  The client stub marshals the parameters into a message "
•  The server stub unmarshals parameters from the message 

and uses them to call the server procedure "

•  On return"
•  The server stub marshals the return parameters"
•  The client stub unmarshals return parameters and returns 

them to the client program"

14"

Presentation Formatting "
•  Marshaling (encoding) 

application data into 
messages"

•  Unmarshaling (decoding) 
messages into application 
data"

•  Data types to consider:"
•  integers"
•  floats"
•  strings"
•  arrays"
•  structs"

Application"
data"

Presentation"
encoding"

Application"
data"

Presentation"
decoding"

Message" Message" Message"
…"

•  Types of data we do not consider :"
•   images"
•   video"
•   multimedia documents"

15"

Difficulties"
•  Representation of base types"

•  Floating point: IEEE 754 versus non-standard "
•  Integer: big-endian versus little-endian"

•  Compiler layout of structures"

(126)"(34)"(17)"(2)"
00000010"Big-"endian"

Little-"endian"
(2)"(17)"(34)"(126)"

High"
address"

Low"
address"

0" 0"1"1"1"1"1"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0" 0"0"1" 0"0"1"

0"0" 0"0"1" 0"0"1" 0"0"0" 0"0"0"0"1"

0" 0"1"1"1"1"1"1"

16"

Taxonomy"
•  Data types"

•  Base types (e.g., ints, floats); must convert"
•  Flat types (e.g., structures, arrays); must pack"
•  Complex types (e.g., pointers); must linearize"

•  Conversion Strategy"
•  Canonical intermediate form (htonl() and ntohl())"
•  Receiver-makes-right"

    Marshaller"

Application data structure"

17"

Case Study: XML-RPC"

•  Encodes calls in XML and uses HTTP for transport"
•  XML is a standard for describing structured documents"

•  Uses tags to define structure: "
•  <tag> … </tag> demarcates an element"
•  Tags have no predefined semantics …"

•  Elements can have attributes "
•  They are encoded as name-value pairs"
•  A well-formed XML document corresponds to an element tree"

•  <?xml version="1.0"?>!
<methodCall>!
    <methodName>SumAndDifference</methodName>"

         <params>!
"    <param><value><i4>40</i4></value></param>!
"    <param><value><i4>10</i4></value></param>!

        </params>!
</methodCall>"

(thanks to Vijay Karamcheti)  18"

import org.apache.xmlrpc.webserver.WebServer; "
import org.apache.xmlrpc.server.XmlRpcServer;"
import org.apache.xmlrpc.server.PropertyHandlerMapping;"
import org.apache.xmlrpc.XmlRpcException;"
"
public class Server { "
    public Integer[] SumAndDifference(int x, int y) {"
        Integer[] array = new Integer[2];"
        array[0] = new Integer(x+y);     "
        array[1] = new Integer(y-x);"
        return array;"
    }"
    public static void main (String [] args) {"
        try {"
            PropertyHandlerMapping phm = new PropertyHandlerMapping();"
            XmlRpcServer xmlRpcServer;"
"     WebServer server = new WebServer(8888);"

            xmlRpcServer = server.getXmlRpcServer();"
            phm.addHandler("sample", Server.class);"
            xmlRpcServer.setHandlerMapping(phm);"
            server.start();"
"  } catch (Exception exception) {  System.err.println("Server: " + exception);   }"

    }"
}"

Server.java"
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import java.util.*; ""
import java.net.URL; "    "
import org.apache.xmlrpc.*;"
import org.apache.xmlrpc.client.XmlRpcClient;"
import org.apache.xmlrpc.client.XmlRpcClientConfigImpl;"
"
public class Client {"
    public static void main (String [] args) {"
        XmlRpcClientConfigImpl config = new XmlRpcClientConfigImpl();"
        XmlRpcClient client=null;"
        try {"
            config.setServerURL(new URL("http://" + args[0] + ":" + 8888));"
            client = new XmlRpcClient();"
            client.setConfig(config);"
        } catch (Exception e) { System.err.println("Problem! ”+ e); }"
"
        Vector<Integer> params = new Vector<Integer>();"
        params.addElement(new Integer(10));"
        params.addElement(new Integer(40));"
"
        try {"
            Object[] result = (Object[])client.execute("sample.SumAndDifference", params.toArray());"
            int sum = ((Integer) result[0]).intValue();    System.out.println("The sum is: "+ sum);            "
            int diff = ((Integer) result[1]).intValue();      System.out.println("The difference is: "+ diff);"
        } catch (Exception exception) { System.err.println("Client: " + exception);  }"
    }"
}"

Client.java"

20"

XML-RPC Wire Format"

•  Scalar values"
•  Represented by a <value><type> … </type></value> block"

•  Integer"
•  <i4>12</i4>"

•  Boolean"
•  <boolean>0</boolean>"

•  String"
•  <string>Hello world</string>"

•  Double"
•  <double>11.4368</double>"

•  Also Base64 (binary), Date/Time, etc."

21"

XML-RPC Wire Format (struct)"

•  Structures"
•  Represented as a set of <member>s"
•  Each member contains a <name> and a <value>"

•  <struct>!
    <member>!
"<name>lowerBound</name> !
"<value><i4>18</i4></value>!

    </member>!
    <member>!
"<name>upperBound</name>!
"<value><i4>139</i4></value>!

    </member>!
</struct>"

22"

XML-RPC Wire Format (Arrays)"

•  Arrays"
•  A single <data> element, which contains any number of 

<value> elements"
•  <array>!

    <data>!
"<value><i4>12</i4></value>!
"<value><string>Egypt</string></value> !
"<value><boolean>0</boolean></value>!
"<value><i4>-31</i4></value>!

    </data>!
</array>"

23"

XML-RPC Request"
•  HTTP POST message"

•  URI interpreted in an implementation-specific fashion"
•  Method name passed to the server program"

•  POST /RPC2 HTTP/1.1!
Content-Type: text/xml !
User-Agent: XML-RPC.NET!
Content-Length: 278!
Expect: 100-continue!
Connection: Keep-Alive!
Host: localhost:8080!
<?xml version="1.0"?>!
<methodCall> !
<methodName>SumAndDifference</methodName>!
<params>!
<param><value><i4>40</i4></value></param>!
<param><value><i4>10</i4></value></param>!
</params>!
</methodCall>"

24"

XML-RPC Response"
•  HTTP Response"

•  Lower-level error returned as an HTTP error code"
•  Application-level errors returned as a <fault> element (next slide)"

•  HTTP/1.1 200 OK!
Date: Wed, 5 Mar 2014 21:52:34 GMT!
Server: Microsoft-IIS/6.0!
Content-Type: text/xml !
Content-Length: 467!
<?xml version="1.0"?>!
<methodResponse>!
<params><param>!
<value><struct>!
<member><name>sum</name><value><i4>50</i4></value></member> !
<member><name>diff</name><value><i4>30</i4></value></member>!
</struct></value>!
</param></params>!
</methodResponse>"
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import java.util.*; ""
import java.net.URL; "    "
import org.apache.xmlrpc.*;"
import org.apache.xmlrpc.client.XmlRpcClient;"
import org.apache.xmlrpc.client.XmlRpcClientConfigImpl;"
"
public class Client {"
    public static void main (String [] args) {"
        XmlRpcClientConfigImpl config = new XmlRpcClientConfigImpl();"
        XmlRpcClient client=null;"
        try {"
            config.setServerURL(new URL("http://" + args[0] + ":" + 8888));"
            client = new XmlRpcClient();"
            client.setConfig(config);"
        } catch (Exception e) { System.err.println("Problem! ”+ e); }"
"
        Vector<Integer> params = new Vector<Integer>();"
        params.addElement(new Integer(10));"
        params.addElement(new Integer(40));"
"
        try {"
            Object[] result = (Object[])client.execute("sample.SumAndDifference", params.toArray());"
            int sum = ((Integer) result[0]).intValue();    System.out.println("The sum is: "+ sum);            "
            int diff = ((Integer) result[1]).intValue();      System.out.println("The difference is: "+ diff);"
        } catch (Exception exception) { System.err.println("Client: " + exception);  }"
    }"
}"

Client.java"

20"

XML-RPC Wire Format"

•  Scalar values"
•  Represented by a <value><type> … </type></value> block"

•  Integer"
•  <i4>12</i4>"

•  Boolean"
•  <boolean>0</boolean>"

•  String"
•  <string>Hello world</string>"

•  Double"
•  <double>11.4368</double>"

•  Also Base64 (binary), Date/Time, etc."

21"

XML-RPC Wire Format (struct)"

•  Structures"
•  Represented as a set of <member>s"
•  Each member contains a <name> and a <value>"

•  <struct>!
    <member>!
"<name>lowerBound</name> !
"<value><i4>18</i4></value>!

    </member>!
    <member>!
"<name>upperBound</name> !
"<value><i4>139</i4></value>!

    </member>!
</struct>"

22"

XML-RPC Wire Format (Arrays)"

•  Arrays"
•  A single <data> element, which contains any number of 

<value> elements"
•  <array>!

    <data>!
"<value><i4>12</i4></value>!
"<value><string>Egypt</string></value> !
"<value><boolean>0</boolean></value> !
"<value><i4>-31</i4></value>!

    </data>!
</array>"

23"

XML-RPC Request"
•  HTTP POST message"

•  URI interpreted in an implementation-specific fashion"
•  Method name passed to the server program"

•  POST /RPC2 HTTP/1.1!
Content-Type: text/xml !
User-Agent: XML-RPC.NET!
Content-Length: 278!
Expect: 100-continue!
Connection: Keep-Alive!
Host: localhost:8080!
<?xml version="1.0"?>!
<methodCall>!
<methodName>SumAndDifference</methodName>!
<params>!
<param><value><i4>40</i4></value></param>!
<param><value><i4>10</i4></value></param>!
</params>!
</methodCall>"

24"

XML-RPC Response"
•  HTTP Response"

•  Lower-level error returned as an HTTP error code"
•  Application-level errors returned as a <fault> element (next slide)"

•  HTTP/1.1 200 OK!
Date: Wed, 5 Mar 2014 21:52:34 GMT !
Server: Microsoft-IIS/6.0!
Content-Type: text/xml !
Content-Length: 467!
<?xml version="1.0"?>!
<methodResponse>!
<params><param>!
<value><struct>!
<member><name>sum</name><value><i4>50</i4></value></member>!
<member><name>diff</name><value><i4>30</i4></value></member>!
</struct></value>!
</param></params>!
</methodResponse>"
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19"

import java.util.*; ""
import java.net.URL; "    "
import org.apache.xmlrpc.*;"
import org.apache.xmlrpc.client.XmlRpcClient;"
import org.apache.xmlrpc.client.XmlRpcClientConfigImpl;"
"
public class Client {"
    public static void main (String [] args) {"
        XmlRpcClientConfigImpl config = new XmlRpcClientConfigImpl();"
        XmlRpcClient client=null;"
        try {"
            config.setServerURL(new URL("http://" + args[0] + ":" + 8888));"
            client = new XmlRpcClient();"
            client.setConfig(config);"
        } catch (Exception e) { System.err.println("Problem! ”+ e); }"
"
        Vector<Integer> params = new Vector<Integer>();"
        params.addElement(new Integer(10));"
        params.addElement(new Integer(40));"
"
        try {"
            Object[] result = (Object[])client.execute("sample.SumAndDifference", params.toArray());"
            int sum = ((Integer) result[0]).intValue();    System.out.println("The sum is: "+ sum);            "
            int diff = ((Integer) result[1]).intValue();      System.out.println("The difference is: "+ diff);"
        } catch (Exception exception) { System.err.println("Client: " + exception);  }"
    }"
}"

Client.java"

20"

XML-RPC Wire Format"

•  Scalar values"
•  Represented by a <value><type> … </type></value> block"

•  Integer"
•  <i4>12</i4>"

•  Boolean"
•  <boolean>0</boolean>"

•  String"
•  <string>Hello world</string>"

•  Double"
•  <double>11.4368</double>"

•  Also Base64 (binary), Date/Time, etc."

21"

XML-RPC Wire Format (struct)"

•  Structures"
•  Represented as a set of <member>s"
•  Each member contains a <name> and a <value>"

•  <struct>!
    <member>!
"<name>lowerBound</name> !
"<value><i4>18</i4></value>!

    </member>!
    <member>!
"<name>upperBound</name> !
"<value><i4>139</i4></value>!

    </member>!
</struct>"

22"

XML-RPC Wire Format (Arrays)"

•  Arrays"
•  A single <data> element, which contains any number of 

<value> elements"
•  <array>!

    <data>!
"<value><i4>12</i4></value>!
"<value><string>Egypt</string></value> !
"<value><boolean>0</boolean></value> !
"<value><i4>-31</i4></value>!

    </data>!
</array>"

23"

XML-RPC Request"
•  HTTP POST message"

•  URI interpreted in an implementation-specific fashion"
•  Method name passed to the server program"

•  POST /RPC2 HTTP/1.1!
Content-Type: text/xml !
User-Agent: XML-RPC.NET!
Content-Length: 278!
Expect: 100-continue!
Connection: Keep-Alive!
Host: localhost:8080!
<?xml version="1.0"?>!
<methodCall> !
<methodName>SumAndDifference</methodName>!
<params>!
<param><value><i4>40</i4></value></param>!
<param><value><i4>10</i4></value></param>!
</params> !
</methodCall>"

24"

XML-RPC Response"
•  HTTP Response"

•  Lower-level error returned as an HTTP error code"
•  Application-level errors returned as a <fault> element (next slide)"

•  HTTP/1.1 200 OK!
Date: Wed, 5 Mar 2014 21:52:34 GMT!
Server: Microsoft-IIS/6.0!
Content-Type: text/xml !
Content-Length: 467!
<?xml version="1.0"?>!
<methodResponse> !
<params><param>!
<value><struct>!
<member><name>sum</name><value><i4>50</i4></value></member> !
<member><name>diff</name><value><i4>30</i4></value></member> !
</struct></value>!
</param></params>!
</methodResponse>"
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25"

XML-RPC Fault Handling"
•  Another kind of a MethodResponse"

•  <?xml version="1.0"?>!
<methodResponse>!
<fault>!
<value><struct>!
<member>!
<name>faultCode</name>!
<value><i4>500</i4></value> !
</member> !
<member>!
<name>faultString</name>!
<value><string>Arg `a’ out of range</string></value>!
</member> !
</struct></value>!
</fault>!
</methodResponse>"

26"

From XML-RPC to SOAP"
•  Limitations of XML-RPC"
•  Adds overhead to messages (XML)"
•  Allows only one method of serialization"
•  Simple security model"

•  Led to invention of SOAP"
•  Simple Object Access Protocol"
•  Uses XML, HTTP, and SMTP"

•  More general than XML-RPC (and has more features)"
•  Can define the serialization (so complex objects can be 

encoded) – usually use WSDL"
•  More elaborate security models supported"

27"

SOAP"

•  SOAP is more complicated than XML-RPC"
•  Uses namespaces"
•  Formal “envelope” (SOAP header and body)"

POST /StockQuote HTTP/1.1 "
Host: www.stockquoteserver.com "
Content-Type: text/xml; charset="utf-8" "
Content-Length: nnnn SOAPAction: "Some-URI""
"
<SOAP-ENV:Envelope "
    xmlns:SOAP-ENV=http://schemas.xmlsoap.org/soap/envelope/ "
    SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">"
    <SOAP-ENV:Body> "
        <m:GetLastTradePrice xmlns:m="Some-URI">"
            <symbol>DIS</symbol> "
        </m:GetLastTradePrice>"
    </SOAP-ENV:Body> "
</SOAP-ENV:Envelope>"

28"

Case Study 2: Java RMI"
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29"

import java.rmi.registry.Registry;"
import java.rmi.registry.LocateRegistry;"
import java.rmi.RemoteException;"
import java.rmi.server.UnicastRemoteObject;"
"
public class Server implements Hello {"
    public Server() {}"
    public String sayHello() {  return "Hello, world!";  } "
    public static void main(String args[]) {"
        try {"
            Server obj = new Server();"
            Hello stub = (Hello) UnicastRemoteObject.exportObject(obj, 0);"
            Registry registry = LocateRegistry.createRegistry(8888);"
            registry.bind("Hello", stub);"
       } catch (Exception e) {  System.err.println("Server exception: " + e.toString());  }"
    }"
}"
____________________________________________________________________________"
import java.rmi.Remote;"
import java.rmi.RemoteException;"
"
public interface Hello extends Remote {"
    String sayHello() throws RemoteException;"
}"

Server.java"

Hello.java"

30"

import java.rmi.registry.LocateRegistry;"
import java.rmi.registry.Registry;"
"
public class Client {"
    private Client() {}"
    public static void main(String[] args) {"
        String host = (args.length < 1) ? “localhost” : args[0];"
        try {"
            Registry registry = LocateRegistry.getRegistry(host, 8888);"
            Hello stub = (Hello) registry.lookup("Hello");"
            String response = stub.sayHello();"
            System.out.println("response: " + response);"
        } catch (Exception e) {  System.err.println("Client exception: " + e.toString());  }"
    }"
}"
"

Client.java"
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25"

XML-RPC Fault Handling"
•  Another kind of a MethodResponse"

•  <?xml version="1.0"?>!
<methodResponse>!
<fault>!
<value><struct>!
<member>!
<name>faultCode</name>!
<value><i4>500</i4></value> !
</member>!
<member>!
<name>faultString</name>!
<value><string>Arg `a’ out of range</string></value>!
</member>!
</struct></value>!
</fault>!
</methodResponse>"

26"

From XML-RPC to SOAP"
•  Limitations of XML-RPC"
•  Adds overhead to messages (XML)"
•  Allows only one method of serialization"
•  Simple security model"

•  Led to invention of SOAP"
•  Simple Object Access Protocol"
•  Uses XML, HTTP, and SMTP"

•  More general than XML-RPC (and has more features)"
•  Can define the serialization (so complex objects can be 

encoded) – usually use WSDL"
•  More elaborate security models supported"

27"

SOAP"

•  SOAP is more complicated than XML-RPC"
•  Uses namespaces"
•  Formal “envelope” (SOAP header and body)"

POST /StockQuote HTTP/1.1 "
Host: www.stockquoteserver.com "
Content-Type: text/xml; charset="utf-8" "
Content-Length: nnnn SOAPAction: "Some-URI""
"
<SOAP-ENV:Envelope "
    xmlns:SOAP-ENV=http://schemas.xmlsoap.org/soap/envelope/ "
    SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">"
    <SOAP-ENV:Body> "
        <m:GetLastTradePrice xmlns:m="Some-URI">"
            <symbol>DIS</symbol> "
        </m:GetLastTradePrice>"
    </SOAP-ENV:Body> "
</SOAP-ENV:Envelope>"
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29"

import java.rmi.registry.Registry;"
import java.rmi.registry.LocateRegistry;"
import java.rmi.RemoteException;"
import java.rmi.server.UnicastRemoteObject;"
"
public class Server implements Hello {"
    public Server() {}"
    public String sayHello() {  return "Hello, world!";  } "
    public static void main(String args[]) {"
        try {"
            Server obj = new Server();"
            Hello stub = (Hello) UnicastRemoteObject.exportObject(obj, 0);"
            Registry registry = LocateRegistry.createRegistry(8888);"
            registry.bind("Hello", stub);"
       } catch (Exception e) {  System.err.println("Server exception: " + e.toString());  }"
    }"
}"
____________________________________________________________________________"
import java.rmi.Remote;"
import java.rmi.RemoteException;"
"
public interface Hello extends Remote {"
    String sayHello() throws RemoteException;"
}"

Server.java"

Hello.java"

30"

import java.rmi.registry.LocateRegistry;"
import java.rmi.registry.Registry;"
"
public class Client {"
    private Client() {}"
    public static void main(String[] args) {"
        String host = (args.length < 1) ? “localhost” : args[0];"
        try {"
            Registry registry = LocateRegistry.getRegistry(host, 8888);"
            Hello stub = (Hello) registry.lookup("Hello");"
            String response = stub.sayHello();"
            System.out.println("response: " + response);"
        } catch (Exception e) {  System.err.println("Client exception: " + e.toString());  }"
    }"
}"
"

Client.java"
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25"

XML-RPC Fault Handling"
•  Another kind of a MethodResponse"

•  <?xml version="1.0"?>!
<methodResponse>!
<fault>!
<value><struct>!
<member>!
<name>faultCode</name>!
<value><i4>500</i4></value> !
</member> !
<member>!
<name>faultString</name>!
<value><string>Arg `a’ out of range</string></value>!
</member> !
</struct></value>!
</fault>!
</methodResponse>"

26"

From XML-RPC to SOAP"
•  Limitations of XML-RPC"
•  Adds overhead to messages (XML)"
•  Allows only one method of serialization"
•  Simple security model"

•  Led to invention of SOAP"
•  Simple Object Access Protocol"
•  Uses XML, HTTP, and SMTP"

•  More general than XML-RPC (and has more features)"
•  Can define the serialization (so complex objects can be 

encoded) – usually use WSDL"
•  More elaborate security models supported"

27"

SOAP"

•  SOAP is more complicated than XML-RPC"
•  Uses namespaces"
•  Formal “envelope” (SOAP header and body)"

POST /StockQuote HTTP/1.1 "
Host: www.stockquoteserver.com "
Content-Type: text/xml; charset="utf-8" "
Content-Length: nnnn SOAPAction: "Some-URI""
"
<SOAP-ENV:Envelope "
    xmlns:SOAP-ENV=http://schemas.xmlsoap.org/soap/envelope/ "
    SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">"
    <SOAP-ENV:Body> "
        <m:GetLastTradePrice xmlns:m="Some-URI">"
            <symbol>DIS</symbol> "
        </m:GetLastTradePrice>"
    </SOAP-ENV:Body> "
</SOAP-ENV:Envelope>"
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29"

import java.rmi.registry.Registry;"
import java.rmi.registry.LocateRegistry;"
import java.rmi.RemoteException;"
import java.rmi.server.UnicastRemoteObject;"
"
public class Server implements Hello {"
    public Server() {}"
    public String sayHello() {  return "Hello, world!";  } "
    public static void main(String args[]) {"
        try {"
            Server obj = new Server();"
            Hello stub = (Hello) UnicastRemoteObject.exportObject(obj, 0);"
            Registry registry = LocateRegistry.createRegistry(8888);"
            registry.bind("Hello", stub);"
       } catch (Exception e) {  System.err.println("Server exception: " + e.toString());  }"
    }"
}"
____________________________________________________________________________"
import java.rmi.Remote;"
import java.rmi.RemoteException;"
"
public interface Hello extends Remote {"
    String sayHello() throws RemoteException;"
}"

Server.java"

Hello.java"

30"

import java.rmi.registry.LocateRegistry;"
import java.rmi.registry.Registry;"
"
public class Client {"
    private Client() {}"
    public static void main(String[] args) {"
        String host = (args.length < 1) ? “localhost” : args[0];"
        try {"
            Registry registry = LocateRegistry.getRegistry(host, 8888);"
            Hello stub = (Hello) registry.lookup("Hello");"
            String response = stub.sayHello();"
            System.out.println("response: " + response);"
        } catch (Exception e) {  System.err.println("Client exception: " + e.toString());  }"
    }"
}"
"

Client.java"
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25"

XML-RPC Fault Handling"
•  Another kind of a MethodResponse"

•  <?xml version="1.0"?>!
<methodResponse>!
<fault>!
<value><struct>!
<member>!
<name>faultCode</name>!
<value><i4>500</i4></value> !
</member>!
<member>!
<name>faultString</name>!
<value><string>Arg `a’ out of range</string></value>!
</member>!
</struct></value>!
</fault>!
</methodResponse>"

26"

From XML-RPC to SOAP"
•  Limitations of XML-RPC"
•  Adds overhead to messages (XML)"
•  Allows only one method of serialization"
•  Simple security model"

•  Led to invention of SOAP"
•  Simple Object Access Protocol"
•  Uses XML, HTTP, and SMTP"

•  More general than XML-RPC (and has more features)"
•  Can define the serialization (so complex objects can be 

encoded) – usually use WSDL"
•  More elaborate security models supported"

27"

SOAP"

•  SOAP is more complicated than XML-RPC"
•  Uses namespaces"
•  Formal “envelope” (SOAP header and body)"

POST /StockQuote HTTP/1.1 "
Host: www.stockquoteserver.com "
Content-Type: text/xml; charset="utf-8" "
Content-Length: nnnn SOAPAction: "Some-URI""
"
<SOAP-ENV:Envelope "
    xmlns:SOAP-ENV=http://schemas.xmlsoap.org/soap/envelope/ "
    SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">"
    <SOAP-ENV:Body> "
        <m:GetLastTradePrice xmlns:m="Some-URI">"
            <symbol>DIS</symbol> "
        </m:GetLastTradePrice>"
    </SOAP-ENV:Body> "
</SOAP-ENV:Envelope>"
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29"

import java.rmi.registry.Registry;"
import java.rmi.registry.LocateRegistry;"
import java.rmi.RemoteException;"
import java.rmi.server.UnicastRemoteObject;"
"
public class Server implements Hello {"
    public Server() {}"
    public String sayHello() {  return "Hello, world!";  } "
    public static void main(String args[]) {"
        try {"
            Server obj = new Server();"
            Hello stub = (Hello) UnicastRemoteObject.exportObject(obj, 0);"
            Registry registry = LocateRegistry.createRegistry(8888);"
            registry.bind("Hello", stub);"
       } catch (Exception e) {  System.err.println("Server exception: " + e.toString());  }"
    }"
}"
____________________________________________________________________________"
import java.rmi.Remote;"
import java.rmi.RemoteException;"
"
public interface Hello extends Remote {"
    String sayHello() throws RemoteException;"
}"

Server.java"

Hello.java"

30"

import java.rmi.registry.LocateRegistry;"
import java.rmi.registry.Registry;"
"
public class Client {"
    private Client() {}"
    public static void main(String[] args) {"
        String host = (args.length < 1) ? “localhost” : args[0];"
        try {"
            Registry registry = LocateRegistry.getRegistry(host, 8888);"
            Hello stub = (Hello) registry.lookup("Hello");"
            String response = stub.sayHello();"
            System.out.println("response: " + response);"
        } catch (Exception e) {  System.err.println("Client exception: " + e.toString());  }"
    }"
}"
"

Client.java"
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25"

Remote Procedure Call Issues"

•  Underlying protocol"
•  UDP vs. TCP"
•  Advantages/Disadvantages?"

•  Semantics"
•  What happens on network/host failure?"
•  No fate sharing (compared to local machine case)"

•  Transparency"
•  Hide network communication/failure from programmer"
•  With language support, can make remote procedure call 

“look just like” local procedure call"

26"

Remote Procedure Call Issues"

•  Idempotent operations"
•  Can you re-execute operations without harmful 

side effects?"

•  Idempotency means that executing the same 
procedure does not have visible side effects"

•  Examples?"

•  Timeout value"
•  How long to wait before re-transmitting request?"

27"

Remote Procedure Call"

•  Client stub indicates which procedure should run at 
server"
•  Marshals arguments"

•  Server stub unmarshals arguments"
•  Big switch statement to determine local procedure to run"

Name!
Server"

RPC !
Server"

RPC!
Client"

1. Register"2. Lo
okup"

3. Request"

4. Response"St
ub
"

St
ub
"

28"

RPC Components "

Caller"
(client)"

Client"
stub"

RPC"
protocol"

Return"
value"Arguments"

Reply"Request"

Callee"
(server)"

Server"
stub"

RPC"
protocol"

Return"
value"Arguments"

Reply"Request"

29"

RPC Mechanics"

•  Client issues request by calling stub procedure"
•  Stubs can be automatically generated with compiler 

support"

•  Stub procedure marshals arguments, transmits 
requests, blocks waiting for response"
•  RPC layer deals with network issues (e.g., TCP vs. UDP)"

•  Server stub"
•  Unmarshals arguments"
•  Determines correct local procedure to invoke, computes"
•  Marshals results, transmits to client"
•  Can also be automatically generated with language support"

30"

RPC Semantics"

Delivery Guarantees"
RPC Call 
Semantics"Retry 

Request"
Duplicate 
Filtering"

Retransmit 
Response"

No" NA" NA" Maybe!

Yes" No"
Re-execute 
Procedure" At-least once!

Yes" Yes"
Retransmit 
reply" At-most once!


